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1
Decision/action requested

This contribution proposes a conclusion for groupcast bearer layer security
2
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Rationale

Over the last couple of meetings, there has been discussion on whether to apply any security at the bearer layer for groupcast. SA2 have decided that there will be no signalling for groupcast and the group management will be done at the application layer. This means that there are no group management procedures or signalling that could be used to provide the security for groupcast. Like broadcast (e.g., in LTE V2X), it is also assumed that in general that applications have taken care of their own security needs at the application layer. Hence, it is proposed that no security for groupcast is specified.
A similar conclusion can be drawn for broadcast and it is proposed to also capture this in the TR (note: there is no key issues even for this case). 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
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**** NEXT OF CHANGES ****

7
Conclusions


7.X
Conclusion on KI #5
For key issue #5 on security for setting up groupcast in Rel-16, it is concluded that there will be no normative work as there is no signalling to establish groupcast bearers and the management of groups is out of scope of 3GPP. 
7.X
Conclusion on KI #X

For Key Issue #X
 on security of PC5 NR broadcast in Rel-16, like LTE V2X broadcast (see [aa]), it is concluded that there will be no normative work for security of broadcast bearers.
**** END OF CHANGES ****
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